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Economy of Mechanism

Keep the design as simple and small as possible.
This well-known principle applies to any aspect of a
system, but it deserves emphasis for protection
mechanisms for this reason: design and
implementation errors that result in unwanted
access paths will not be noticed during normal use
(since normal use usually does not include attempts
to exercise improper access paths). As a result,
techniques such as line-byline inspection of
software and physical examination of hardware
that implements protection mechanisms are
necessary. For such techniques to be successful, a
small and simple design is essential.
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Fail-safe defaults

Base access decisions on permission rather than exclusion. This
principle, suggested by E. Glaser in 1965, means that the default
situation is lack of access, and the protection scheme identifies
conditions under which access is permitted. The alternative, in which
mechanisms attempt to identify conditions under which access
should be refused, presents the wrong psychological base or secure
system design. A conservative design must be based on arguments
why objects should be accessible, rather than why they should not. In
a large system some objects will be inadequately considered, so a
default of lack of permission is safer. A design or implementation
mistake in a mechanism that gives explicit permission tends to fail by
refusing permission, a safe situation, since it will be quickly detected.
On the other hand, a design or implementation mistake in a
mechanism that explicitly excludes access tends to fail by allowing
access, a failure which may go unnoticed in normal use. This principle
applies both to the outward appearance of the protection
mechanism and to its underlying implementation.
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